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1
VIRTUALIZATION INFRASTRUCTURE
SUPPORT

BACKGROUND

The use of remote computing services, such as remote
program execution and remote data storage, has greatly
increased in recent years. Customers may reduce expenses
and overhead by purchasing these services from a computing
resource service provider (also referred to as a service pro-
vider). Customer applications may be distributed over mul-
tiple virtual machine instances and computing systems. The
virtual machine instances may be controlled by a hypervisor
operating on a computing system. The hypervisor may pro-
vide secure partitioning of computer system resources by
executing multiple virtual machine instances on a single
physical host machine. Various components of the hypervisor
may require privileged access to the physical host machine in
order to provide effective administration of the virtual
machine instances. Although a particular type of hypervisor
may support a variety of different applications and operating
systems, certain features of the applications or operating sys-
tems may not be supported. Furthermore, customers may
prefer a particular type of hypervisor or may have a prefer-
ence between different types of hypervisors.

BRIEF DESCRIPTION OF THE DRAWINGS

Various embodiments in accordance with the present dis-
closure will be described with reference to the drawings, in
which:

FIG. 1 shows an illustrative example of an environment in
which various embodiments can be practiced;

FIG. 2 shows an illustrative example of a virtual computer
system service in accordance with at least one embodiment;

FIG. 3 shows a diagram illustrating a web page in accor-
dance with various aspects of the present disclosure;

FIG. 4 shows an illustrative example of an environment
which various embodiments can be practiced;

FIG. 5 shows an illustrative example of an environment
which various embodiments can be practiced;

FIG. 6 shows an illustrative example of an environment
which various embodiments can be practiced;

FIG. 7 shows an illustrative example of an environment
which various embodiments can be practiced;

FIG. 8 shows an illustrative example of a process for trans-
mitting a communication or other data over a network in
accordance with at least one embodiment;

FIG. 9 shows an illustrative example of a process for trans-
mitting data over an input/output connection in accordance
with at least one embodiment;

FIG. 10 shows an illustrative example of a process for
receiving a hypervisor command in accordance with at least
one embodiment; and

FIG. 11 illustrates an environment in which various
embodiments can be implemented.

DETAILED DESCRIPTION

In the following description, various embodiments will be
described. For purposes of explanation, specific configura-
tions and details are set forth in order to provide a thorough
understanding of the embodiments. However, it will also be
apparent to one skilled in the art that the embodiments may be
practiced without the specific details. Furthermore, well-
known features may be omitted or simplified in order not to
obscure the embodiment being described.

10

15

20

25

30

35

40

45

50

55

60

65

2

Techniques described and suggested herein relate to
enhancements for virtualization infrastructure support for a
virtual computing service offered by a computing resource
service provider (also simply referred to as a service pro-
vider). A virtualization layer may enable virtual machines
(also referred to as virtual computer systems) to interact with
the underlying hardware operated by the service provider.
The virtualization layer may include a hypervisor or other
virtual machine manager. There are a variety of different
hypervisor and/or virtual machine manager each with differ-
ent features and capabilities. The service provider may offer
customers the ability to select a particular virtualization layer
or the service provider may determine a particular type of
virtualization layer that includes particular features requested
by the customer. For example, the service provider may allow
the customer to select a particular type of virtual machine and
underlying virtualization layer through a management con-
sole operated by the service provider. Based at least in part on
the information provided by the customer through the man-
agement console, the service provider may instantiate a vir-
tual machine with the particular virtualization layer selected
by the customer.

The service provider may further provide a virtual machine
management service, a network management service and a
storage management service. The virtual machine manage-
ment service may be responsible for managing the operation
of virtual machines. For example, the virtual machine man-
agement service may instantiate and terminate virtual
machines based at least in part on customer requests. The
network management service may enable the virtual machine
to communicate over a network to one or more other virtual
machines or other computer systems. For example, the net-
work management system may enable a virtual private net-
work between a plurality of virtual machines operated by
users of an organization. The storage management system
may provide block level storage for one or more virtual
machines. For example, the storage management system may
provide a storage volume for a particular virtual machine to
store data generated during the operation of the particular
virtual machine.

The particular virtualization layer selected by the customer
may not be configured to operate with the virtual machine
management service, network management service, storage
management service or other service. A control plane may be
used be to enable the particular virtualization layer to operate
with one or more service or systems of the service provider.
The control plane may be a virtual machine configured to
receive commands and other information from the one or
more service or systems and enable the virtualization layer
and any virtual machines associated with the virtualization
layer to the commands or other information. For example, the
control plane may receive information corresponding to a
storage device associated with a particular virtual machine
from the storage management service. The control plane may
then use the received information to expose a block storage
device to the particular virtual machine. Exposing the block
storage device to the particular virtual machines enables the
particular virtual machine to treat the block storage device as
aphysical device attached to the particular virtual machine. In
another example, the control plane may receive a command to
terminate execution of a particular virtual machine. The con-
trol plane may translate the command such that it may be
executed by the virtualization layer and transmit the com-
mand to the virtualization layer. Translating the command
may include converting the command from a particular for-
mat into a format that may be received and executed by the
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virtualization layer. Upon receiving the command, the virtu-
alization layer may then cause the particular virtual machine
to be terminated.

FIG. 1is an illustrative example of a computer system 100
illustrating various aspects of the present disclosure. As noted
above, techniques described herein are applicable to support-
ing multiple virtualization layers in a distributed computing
environment. Accordingly, FIG. 1 shows the computer sys-
tem 100 including system hardware 112. System hardware
112 may include one or more processors, such as a central
processing unit (CPU), memory, including static and
dynamic memory, buses, input and output devices and storage
devices. The system hardware 112 may support a hypervisor
118. The hypervisor 118 may be a bare metal or hosted
hypervisor and the hypervisor 118 may manage a virtual
machine 120. For simplicity, only one virtual machine 120 is
shown in FIG. 1, although the hypervisor 118 may manage a
plurality of virtual machines. The virtual machine 120 may
execute a customer application or may be one of a plurality of
virtual machines executing the customer application. The
virtual machine 120 may also execute an operating system
such as WINDOWS® or LINUX®. Furthermore, the virtual
machine 120 may be a parent partition or root partition con-
figured to communicate with the hypervisor 118 and manage
one or more child partitions or user partitions.

The virtual machine 120 may be communicatively coupled
with a control plane 130 through a host-only private network,
to be described in greater detail below in connection with
FIG. 5. The control plane 130 may be a virtual machine
configured to enable the service provider to support multiple
virtualization infrastructures by at least translating hypervi-
sor commands, providing networking support and input and
output support. The control plane 130 may also be any logical
container supported or managed by a hypervisor. For
example, the control plane 130 may be a collection of appli-
cations or processes whose access to the system hardware 112
is controlled by the hypervisor 118. The control plane 130
may execute user-level and kernel-level components in order
to provide virtualization support. The control plane 130 may
contain a networking component, a storage component and a
management component. The various components of the con-
trol plane are discussed in detail below in connection with
FIGS. 4-7. The control plane 130 may support multiple vir-
tualization infrastructures by enabling a virtual machine man-
agement service 102 to issue a single type of command
regardless of the particular type of hypervisor executing on
the computer system 100. For example, the virtual machine
management service 102 may transmit the same command to
instantiate virtual machine 120 regardless of the particular
type of hypervisor 118. The command may be transmitted to
control plane 130, and control plane 130 may translate the
command such that the command may be executed by hyper-
visor 118.

The virtual machine management system 102 may be a
collection of computing resources collectively configured to
manage one or more virtual machines executing on the com-
puter system 100. Customers of the computing resource ser-
vice provider may interact with the virtual computer systems’
service, via appropriately configured and authenticated appli-
cation programming interface (API) calls, to provision and
operate virtual machine 120 instantiated on system hardware
112 hosted and operated by the service provider. As described
above, the virtual machine 120 may be used for various pur-
poses, such as to operate as servers supporting a website, to
operate business applications, or, generally, to serve as com-
puting power for the customer. Other applications for the
virtual machine 102 may be to support database applications,
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4

electronic commerce applications, business applications,
and/or other applications. The virtual machine management
service 102 may allow the customer and the service provider
to manage virtual machine 120.

FIG. 2 illustrates a virtual computer system service in
accordance with at least one embodiment. The virtual com-
puter system service, which may be system hardware 240, is
used by a service provider 204 to provide computation
resources for customers. The system hardware 240 may
include physical hosts 242. The physical hosts 242 may be
any device or equipment configured to execute instructions
for performing data computation, manipulation or storage
tasks, such as a computer or a server. A physical host 242 may
be equipped with any needed processing capability including
one or more processors, such as a central processing unit
(CPU), a graphics processing unit (GPU) or a digital signal
processor (DSP), memory, including static and dynamic
memory, buses and input and output ports that are compliant
with any handshaking, communications or data transfer pro-
tocol. The system hardware 240 may also include storage
devices, such as storage disks and tapes, networking equip-
ment and the like.

A virtualization layer executing on the physical host 242
enables the system hardware 240 to be used to provide com-
putational resources upon which one or more virtual
machines 220 may operate. For example, the virtualization
layer may enable a virtual machine 220 to access system
hardware 240 on the physical host 242 through virtual device
drivers on the virtual machine 220. The virtualization layer
may include a particular type of hypervisor, such as hypervi-
sor A 244 or hypervisor B 248. For simplicity, only two types
of hypervisors are shown, although any number of different
hypervisors may be supported in accordance with the present
disclosure. Furthermore, physical host 242 may host multiple
hypervisors of the same or different types on the same system
hardware 240. Both hypervisor A 244 and hypervisor B 248
may be any device, software or firmware used for providing a
virtual computing platform for the virtual machines 220. The
virtual computing platform may include various virtual com-
puter components, such as one or more virtual CPUs, virtual
memory and the like. The virtual machines 220 may be pro-
vided to the customers of the service provider 204 and the
customers may run an operating system or an application on
the virtual machines 220. Further, the service provider 204
may use one or more of its own virtual machines 220 for
executing its applications. At least a portion of the virtual
machine 220 may execute kernel-level components for one or
more other virtual machines 220. For example, a particular
virtual machine may execute a parent partitions configured to
manage one or more child partitions executed by other virtual
machines, where the particular virtual machine and the other
virtual machines are supported by the same hypervisor.

The control planes 246 may be virtual machines supported
by ahypervisor such as hypervisor A 244 or hypervisor B 248.
Although one control plane 246 is shown in FIG. 2 for both
hypervisor A 244 and hypervisor B 248, multiple control
planes 246 may be supported by a particular hypervisor in
accordance with the present disclosure. The control planes
246 may execute various operations using virtual computer
components provided by hypervisor A 244 and hypervisor B
248. The control planes 246 may receive commands and other
information from the virtual machine management service
202. The commands and other information may be included
in an API call from the virtual machine management service
202 to the control plane 220. The virtual machine manage-
ment service 202 may enable the customer 206 to manage and
operate the virtual machines 220.
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For example, the customer 206 may transmit a request to
the virtual machine management service 202 to terminate all
virtual machines 220 operated by the customer 206. The
request may be an API call including information correspond-
ing to the customer 206 and virtual machines 220. The virtual
machine management service 202 may determine the corre-
sponding control planes 246 for the virtual machines 220
included in the request and transmit a terminate command to
the control plane 246. The control plane 246 may forward the
command to the parent partition responsible for virtual
machines 220 and the parent partition may then forward the
command to the hypervisor associated with the parent parti-
tion and at least one of the virtual machines 220 included in
the command. In various embodiments, the command is
transmitted directly to one or more hypervisors associated
with the virtual machines 220.

In another example, the request from the customer may
include a request to instantiate a particular virtual machine
220 managed by hypervisor A 244. The virtual machine man-
agement service 202 may then determine a physical host
executing hypervisor A 244 on system hardware 242. The
virtual machine management service 202 may then send the
command to instantiate the particular virtual machine 220 to
the control plane 246 supported by hypervisor A 244. The
control plane may then cause hypervisor A 244 to instantiate
the particular virtual machine 220. In various embodiments,
the control plane 246 forwards the command to a control
plane stub executing on a parent partition, the parent partition
then causes hypervisor A 244 to instantiate the particular
virtual machine 220.

FIG. 3 shows a webpage 300 which may be displayed by an
application executed by a computing device enabling a cus-
tomer to interact with an electronic commerce website oper-
ated by an online retailer. As illustrated in FIG. 3, the
webpage 300 includes various graphical user interface ele-
ments that enable customers to provision, manage and inter-
act with virtual machine instances through a management
console which the webpage 300 is a part. The webpage 300
may be displayed by various applications, such as a mobile
application or web browser. In this example, the webpage 300
includes various navigational features. For instance, on the
left-hand side of the webpage 300, various links 310 may link
to one or more other webpages that contain additional content
corresponding to a variety of different actions the customer
may cause to be performed. The console pages may corre-
spond to operations that may be taken to manage or otherwise
control virtual machine instances by the virtual machine man-
agement service. In this example, the links appear as textual
words which enable the links to be selected using an appro-
priate input device such as a keyboard, mouse, touchscreen or
other input device. Selection of one of the links 310 may
cause an application displaying the webpage 300 to submit,
pursuant to a URL associated with the selected link by the
programming of the webpage 300, an HTTP request for the
content associated with the link to a server that provided the
webpage 300 or another server.

In this example, the webpage 300 also includes a graphical
user element configured as a “next” button 304. The next
button 304 may be a graphical user interface element of the
webpage 300 where the underlying code of the webpage 300
is configured such that selection by an input device of the next
button 304 causes information corresponding to the selection
of a hypervisor type and operating system type on the
webpage 300 to be transmitted to one or more servers of the
service providers, such as the servers responsible for execut-
ing the virtual machine management service. Through the
management console, the customer may be guided through
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the process of setting up a virtual machine instance. The
process may be divided into steps and the customer make be
prompted to provide information at each step. For example,
the webpage 300 displays to the customer a list of different
types of hypervisors and different types of operating systems.
The customer, using an input device, may select a particular
type of hypervisor and a particular type of operation system.
The customer selection may be stored until the entire process
is completed or the customer selection may be transmitted to
the virtual machine management service upon selection of the
next button 304. Although an operating systems selection is
show in FIG. 3, the customer may be prompted to select any
software application to be executed by the virtual machine
once instantiated. Furthermore, the customer may be pre-
sented only with the option of selecting a particular type of
hypervisor in the webpage 300.

In various embodiments, the service provider may deter-
mine the particular type of hypervisor for the user based at
least in part on various factors such as operating system
selected by the user, features of the operating system selected
by the user, particular features selected by the user, applica-
tions selected by the user, availability of particular hypervi-
sors, cost associated with a particular hypervisor or other
factors suitable for selecting computer systems based on user
information. In these embodiments, the user may or may not
be presented with the ability to select a particular hypervisor.
If the user selects a particular hypervisor and the service
provider determines another hypervisor may be more appro-
priate, the user may be presented with the option to select
between the user selected hypervisor and the service provider
determined hypervisor.

The webpage 300 may also include a graphical user ele-
ment configured as a “back” button 306. The back button 306
may be a graphical user interface element of the webpage 300
where the underlying code of the webpage 300 causes the
application displaying the webpage 300 to navigate to a pre-
viously navigated webpage. In this example, the webpage 300
contains a prompt asking the customer to select a hypervisor
and an operating system using dialog boxes associated with
the particular hypervisor and operating system. The hypervi-
sors and operating systems which are selectable using the
webpage 300 may be included in webpage 300 based at least
in part on customer preference, popularity among customers,
features of the hypervisor and/or operating system, features
selected by the customer, hypervisor and/or operating system
used by an organization associated with the customer, an
administrator associated with the customer, hardware sys-
tems available to the service provider or other information
suitable for selecting a hypervisor or operating systems for
use with one or more virtual machines.

Once the customer has made a selection using the webpage
300 and selected the next button 304, the application display-
ing the webpage 300 may submit an HTTP request for pro-
vision of a virtual machine supported by the selected hyper-
visor and executing the selected operating system. The
request may be transmitted to one or more servers of service
of the service provider. For example, the request may be
transmitted to the virtual machine management service oper-
ated by the service provider. The virtual machine manage-
ment service may then select, based at least in part on the
customer selection, a computer system capable of executing
the selected hypervisor and operating system and cause the
computer system to instantiate a virtual machine on behalf of
the customer. In various embodiments, the virtual machine
management service selects a computer system that is cur-
rently executing the selected hypervisor and causes the com-
puter system to instantiate the virtual machine on behalf of the
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customer. At some point in time after the virtual machine is
instantiated, the virtual machine management service may
pass operation of the virtual machine to the customer. The
virtual machine management service or some other service of
the service provider may select the computer system based at
least in part on a variety of factors beyond the type of hyper-
visor selected by the customer, including a particular geo-
graphic area based at least in part on an IP address associated
with the request and the customer, load on one or more com-
puter systems, network traffic associated with the one or more
computer systems, request response latency of the one or
more computer systems or any other information suitable for
selecting a computer system to instantiate one or more virtual
machines.

FIG. 4 is an illustrative, simplified block diagram of a
computer system 400 that may be used to practice at least one
embodiment of the present disclosure. The computing system
400 may contain system hardware 412, the system hardware
412 may be used to support the execution of a variety of
applications. The system hardware 412 may include memory
410, one or more central processing units (CPUs), an
enhanced network interface 416 and a network interface 418.
The system hardware 412 may include other hardware
devices not shown in FIG. 4 for simplicity, the other hardware
device may storage devices, graphics devices, input output
(I/O) controller or any other hardware device suitable for
supporting the executing of one or more hypervisors or other
applications. The one or more central processing units 412
(also referred to as processors for simplicity) that may be
communicatively coupled to a number of systems or hard-
ware devices, such as the memory 410, the enhanced network
interface 416 and the network interface 418. Computer sys-
tem 400 may also include several applications, including a
hypervisor 418, a control plane 430, a parent partition 422 and
a child partition 424. Although only one child partition 424 is
illustrated in FIG. 4, multiple child partitions 424 may be
supported by hypervisor 418 on computer system 400 in
accordance with the present disclosure.

The hypervisor may be a collection of computing resources
collectively configured to provide a virtual operating plat-
form and manage access to the system hardware 412. The
hypervisor 418 may be selected by the customer as described
above in connection with FIG. 3. Furthermore, the hypervisor
418 may provide support for the control plane 430, the parent
partition 422 and the child partition 424. The control plane
430 may be a collection of computing resources collectively
configured to enable one or more management systems of the
service provider to manage the child partitions 424. For
example, the control plane 430 may receive network configu-
ration information from the network management service, to
be described in greater detail below in connection with FIG.
5, and configure the enhanced network interface 416 with the
received network configuration information.

The parent partition 422 may be a collection of computing
resources collectively configured to manage the child parti-
tion 424 and receive command, over a host-only private net-
work, from the control plane 430. The parent partition 422
may also be communicatively coupled to the hypervisor 418
to enable hypervisor management commands received from
the control plane to be transmitted to the hypervisor 418. The
child partition 424 may be a collection of computing
resources collectively configured to execute an application or
a portion of an application operated by the customer. The
child partition 424 may execute an operating system includ-
ing user-level components such as a virtual network driver
426 illustrated in FIG. 4.
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The memory 410 may provide a computer-readable stor-
age medium for storing data that may provide the function-
ality of at least one embodiment of the present disclosure. The
data stored in the memory 410 (programs, code modules,
instructions) that, when executed by one or more processors
414, may provide the functionality of one or more embodi-
ments of the present disclosure. These application modules or
instructions may be executed by the one or more processors
414. The enhanced network interface 416 and the network
interface 418 may be network interfaces connected to the
computing system 400. The enhanced network interface 416
may be a collection of computing resources collectively con-
figured to encapsulate and transmit application data, such as
child partition 424 data, over a network to one or more other
computing systems. The network interface 418 may be a
collection of computing resources collectively configured to
transmit application data, such as child partition 424 data, to
the enhanced network interface 416. Although only one
enhanced network interface 416 and network interface 418
are shown in FIG. 4, multiple enhanced network interfaces
416 and network interfaces 418 may be connected to com-
puting system 400 in accordance with the present disclosure.
The network interfaces 418 may be configured to send and
receive application data through the virtual network driver
426 included in the child partition 424. The enhanced net-
work interface 416 may be configured to receive application
data from the network interface 418, determine routing infor-
mation, based at least in part on a network map, and encap-
sulate application data such that the application data may be
received by one or more other computer systems. Encapsu-
lating the application data by the enhanced network interface
416 may enable network virtualization and allow the child
partition 424 to communicate over a virtual network with one
or more other child partitions 424. In various embodiments,
the virtual network driver 426 or other kernel-level compo-
nent is configured to encapsulate application data before
transmitting the data to the network interface 418, the net-
work interface 418 may then transmit the application data
over the network without forwarding the application data to
the enhanced network interface 416.

The enhanced network interface 416 may also receive
encapsulated application data over the network and deter-
mine, based at least in part on the encapsulated application
data, a particular virtual machine executing on computer sys-
tem 400 to forward the application data to. For example, the
enhanced network interface 416 may receive data directed to
child partition 424 and de-encapsulate the data. The enhanced
network interface 416 may then forward the de-encapsulated
data to the network interface 418 associated with the child
partition 424. The network interface 418 may then transmit,
through the virtual network driver 426, the de-encapsulated
data to the child partition 424. The enhanced network inter-
face 416 may be configured with information from the control
plane to enable a network management service, described in
detail below in connection with FIG. 5, to manage data pack-
ets transmitted to and from child partition 424 supported by
hypervisor 418.

FIG. 5 shows an environment 500 in which the control plan
530 enables management of the child partition 524 by one or
more services of the service provider. The control plane 530
may receive commands and other management information
from the virtual machine management service 502, the net-
work management service 504 and a storage management
service 506. The various services may provide management
and support for virtual machines executed by the service
provider and operated by customers. The control plane 530
may execute various components in order to enable manage-
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ment of the child partition 524, including a management
component 532, a storage system target server 534 and a
storage system driver 536. The components of the control
plane 530 may be executed as user-level component with
support from various kernel-level components. In various
embodiments, the kernel-level components are executed by
the parent partition 522. Communication between the control
plane 530 and the parent partition 522 may be enabled
through a private network 510. The private network 510 may
be a host-only network wherein the network packets do not
leave the host. In various embodiments, the private network is
configured with 192.168.0.0/24 1P addresses and connects
only the control plane 530 to the parent partition 522.

The control plane 530, the parent partition 522 and the
child partition 524 may be executed by a computer system,
such as the computer system 400 described above in connec-
tion with FIG. 4. The child partition 524 may include a stor-
age virtualization client 528 configured to enable the child
partition 524 to access one or more storage block-level
devices managed by the storage management service 506.
The storage management service 506 may comprise one or
more computing resources that collectively operate to store
data generated by the child partition for the customer using
block-level storage devices (and/or virtualizations thereof).
The block-level storage devices of the storage management
service 506 may, for instance, be operationally attached to the
child partition 524 to serve as logical units (e.g., virtual
drives) for the child partition 524. The block-level storage
device may enable the persistent storage of data used/gener-
ated by the child partition. The block-level storage device
may be provided by the storage virtualization client 528, the
storage virtualization client 528 may provide drivers for com-
municating data and the 1/O request to the storage virtualiza-
tion provider 526 executed by the parent partition 522. For
example, the storage virtualization client may provide Inter-
net Small Computer System Interface (iSCSI) drivers for the
attached block-level storage device enabling the 1/O request
to be transmitted to the storage virtualization provider 526.

The storage virtualization provider 526 may transmit the
1/0O request to the storage system target server 534 executed
by the control plane 530. The request may be transmitted over
private network 510. The storage virtualization provider 526
may also provide kernel-level support for the storage visual-
ization client 528. Once the 1/O request is received by the
storage system target server 534, the control plane 530 may
cause the 1/O request to be converted, based at least in part on
the storage system driver 536, such that the I/O request may
be received and executed by the storage management service
508. Returning to the example above, the /O request trans-
mitted with the iSCSI drivers may be received by an iSCSI
initiator executed by the system target server 534. The system
target server 534 may use the storage system driver 536 to
convert the iSCSI /O request to a block-level /O request,
such as a Global Network Block Device (GNBD) request,
compatible with the block-level storage devices managed by
the storage management service 506. In various embodi-
ments, the storage system target server 534 and the storage
system driver 536 are implements in a separate hardware
component of the computer system and the I/O request may
be forwarded directly from the storage virtualization provider
526. Furthermore, the storage target server 534 and/or storage
system drive 536 may support access to block-level storage
systems or file-level storage systems.

The management component 532 may be a collection of
computing resources collectively configured to receive com-
mands from the one or more services of the service provider
and cause the commands to be executed by the hypervisor.
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The management component 532 may transmit the com-
mands to the parent partition over the private network 510.
The commands may be received at a control plane agent
executing on the parent partition 522, to be discussed in
greater detail below in connection with the FIG. 7, the parent
partition 522 may translate the commands in order to be
executed by the hypervisor. In various embodiments, the par-
ent partition 522 causes the commands to be executed by the
hypervisor.

FIG. 6 is an illustrative, simplified block diagram of a
computer system 600 that may be used to practice at least one
embodiment of the present disclosure. The computing system
600 may contain system hardware 612, the system hardware
612 may be used to support the execution of a variety of
applications. The system hardware 612 may support a hyper-
visor 618 configured to manage one or more virtual machines
including, at least, a child partition 624, a parent partition 622
and a control plane 630. The hypervisor 618 may include a
virtual bus 620, the virtual bus 620 may be a logical channel
configured to enable communication between various parti-
tions by directing request to access virtual devices exposed to
the child partition 624 to the parent partition 622. For
example, an 1/O request generated by the child partition 624
may be transmitted over the virtual bus 620 to the parent
partition 622 in order to process the request. The virtual bus
620 may transmit data over a variety of different channels
such as a private network connection, a physical connection,
logical connection, hardware bus, a local network connection
(e.g. direct packets), writes to memory, memory bus or any
other connection capable of optimal data transmission.

The child partition 624 may execute the service client 632
which may redirect request generated by the child partition
624 to a provider 634, executed by the parent partition 622,
over the virtual bus 620. The provider 634 may be connected
to the virtual bus 620 and may provide the child partition 622
with access to one or more devices. For example, the provider
634 may provide access to the child partition 624 to a block-
level storage device. In order to provide the child partition 624
with access to one or more devices, the provider 634 may be
connected to an initiator 636. The initiator 636 may be a target
exposed to the parent partition 622 by the control plane 630
that enables the parent partition to transmit request over a
network to a target server 638 executed by the control plane
630. For example, the initiator 636 may transmit the 1/O
request, received from the provider 634, over a host-only
private network to the target server 638.

The target server 638 may be a collection of computing
resources collectively configured to receive request from the
initiator 636 over the network and process the requests. The
target server 638 may further be configured to process request
using a storage driver 640. The storage driver 640 may enable
the target server 638 to translate request so that the request
may be executed by the storage management service 606. For
example, a disk I/O request from the service client 632,
executed by the child partition 624, is transmitted to the
provider 643, executed by the parent partition 622, through
the virtual bus 620. The hypervisor 618 may then pass the disk
1/O request to the initiator 636, which transmits the disk [/O
request over a network to the target server 638 of the control-
plane 630. The disk I/O request is converted to a block device
1/O for the block-level storage device exposed by the storage
management service 606 to the child partition 624. The stor-
age driver 640 transmits the block device 1/O to the storage
management service 606 to process the request.

FIG. 7 is an illustrative, simplified block diagram of a
computer system 700 that may be used to practice at least one
embodiment of the present disclosure. The computing system
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700 may contain a hypervisor 718, the hypervisor 718 may
include a hypervisor management service 720. The hypervi-
sor management service 720 may be a collection of comput-
ing resources collectively configured to receive management
commands for virtual machines supported by the hypervisor
and cause the commands to be executed. The hypervisor 718
may additionally support a child partition 724, and parent
partition 722 and a control plane 730. The child partition 724
may execute a customer application and may be managed by
the virtual machine management service 702. The parent
partition 722 may be responsible for aiding the virtual
machine management service 702 in management of the child
partition 724. The parent partition 722 may execute a control
plane agent 734 configured to receive management com-
mands and translate the commands so that the commands can
be executed by the hypervisor management service 720.

The control plane 730 may transmit commands to the con-
trol plane agent 734 executed by the parent partition 722. The
control plane 730 may further execute a management com-
ponent 732 configured to receive commands from the virtual
machine management service 702 and transmit the com-
mands to the control plane agent 734. The commands may be
transmitted over a private network connection, the parent
partition 722 and the control plane 730. Commands received
by the management component 732 may be API calls identi-
fying, at least, a particular virtual machine and an operation to
be performed on the virtual machine. For example, the man-
agement component 732 may receive a command from the
virtual machine management service identifying the child
partition 724 and a termination operation. The management
component 732 may then transmit the command over the
private network to the control plane agent 734. The control
plane agent may then translate the command so that it may be
invoked by the hypervisor management service 720. The
translated command may then be transmitted to the hypervi-
sor management service 720, the hypervisor management
service 720 may then cause the child partition 724, identified
in the command, to be terminated.

FIG. 8 shows an illustrative example of process 800 which
may be used to transmit application data over a network. The
process 800 may be performed by any suitable system, such
as by the computer system 400 as described in connection
with FIG. 4 and/or an appropriate component thereof, such as
by the enhanced network interface 416. Returning to FIG. 8,
in an embodiment, the process 800 includes exposing a vir-
tual network driver to a virtual machine. The virtual network
driver may be exposed to the hypervisor supporting the vir-
tual machine or by another virtual machine responsible for
managing the virtual machine, such as the parent partition
422 described in connection with FIG. 4. In various embodi-
ments, the virtual network drivers may be included in an
image used to instantiate the virtual machine. The virtual
machine may then transmit data over the network by calling
the virtual network driver 804. The virtual network drivers
may provide a virtualization interface for a physical network
interface, such as a network interface card connected to the
computer system. Calling the virtual network driver may
include the data to be transmitted over the network.

The data may then be received at a network interface 806,
such as the network interface 418 described above in connec-
tion with FIG. 4. The received data may be processed by the
network interface 808. Processing the received data may
include dividing the data into packets and placing headers in
each packet. After processing the packets, the network inter-
face may forward the data to the enhanced network interface
810. In various embodiments, the network interface may sim-
ply forward packets to the enhanced network interface with-
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out processing the packets. The data may be forwarded to the
enhanced network interface over a computer system bus con-
nected to the network interface and the enhanced network
interface, such as a peripheral component interconnect (PCI)
bus. The enhanced network interface may encapsulate the
data 812. The enhanced network interface may retrieve infor-
mation from a network map or mapping service in order to
encapsulate the data so that the encapsulated data may be
received by the corresponding virtual machine or computer
system. After the data is encapsulated, the encapsulated data
may be transmitted over the network. The encapsulated data
may be transmitted by the enhanced network interface or the
network interface.

FIG. 9 shows an illustrative example of process 900 which
may be used to discover network storage devices and transmit
application data over a network. The process 900 may be
performed by any suitable system, such as by the computer
system 600 as described in connection with FIG. 6 and/or an
appropriate component thereof, such as by the target server
638. Returning to FIG. 9, in an embodiment, the process 900
includes executing an initiator in the parent partition 902. The
initiator may provide an interface and connection mechanism
for the /O requests submitted to the storage management
service or a block-level storage device. For example, the
initiator may connect to an iSCSI target on the control plane
or other storage system target server. The storage system
target server may be executed by control plane 630, as
described above in connection with FIG. 6. The initiator may
enable the parent partition to expose a storage system target to
one or more child partitions, thereby enabling the child par-
titions to send the I/O request over a network to the block-
level storage device or file-level storage device. Returning to
process 900, a parent partition may connect the initiator to the
control plane storage target 904. Once the initiator is con-
nected to the control plane storage target, the parent partition
may be able to transmit the /O request received at the initiator
to the control plane. The target server may be configured to
send and receive I/O requests over a network to and from the
initiator. In various embodiments, the target server is config-
ured to forward the 1/O request to the storage driver so the
storage driver can translate the 1/0 request for use with the
block-level storage device.

A storage system target may then be exposed to a child
partition or other virtual machine 906. The target may be a
virtual device drive configured to store data generated by the
virtual machine. The target may be further configured to
transmit requests to the initiator, executed by the parent par-
tition, which forwards the requests to the control plane. The
parent partition may then receive a connection from the vir-
tual machine 908. The connection may enable data to be
transmitted from the child partition or other virtual machine
to the storage system. Data may be transmitted first to the
parent partition initiator through the connection and then
from the parent partition to the control plane. The control
plane may convert storage requests from the parent partition
to a storage system target. The control plane may convert the
request using the storage driver 640, as described above in
connection with FIG. 6. Based at least in part on the converted
request, the control plane or component thereof may transmit
data to the storage system target. For example, the control
plane may receive an I/O request and data to be stored in the
block-level storage device associated with the I/O request.
The control plane may convert the /O request to a block-level
storage request and transmit over a network the converted
request and the data.

FIG. 10 shows an illustrative example of process 1000
which may be used to transmit application data over a net-
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work. The process 1000 may be performed by any suitable
system, such as by the computer system 700 as described in
connection with FIG. 7 and/or an appropriate component
thereof, such as by the management component 732. Return-
ing to FIG. 10, in an embodiment, the process 1000 includes
receiving a command from the virtual machine management
service 1002. The command may be received at the control
plane 730, as described above in connection with FIG. 7. The
received command may be transmitted to the parent partition
1004. The command may be transmitted over the private
network 510, as described above in connection with FIG. 5.
The command may be received at the control plane agent
executed by the parent partition. Once received by the parent
partition, the command may be translated 1006 such that it
may be executed by the particular hypervisor. For example,
the virtual machine management service may transmit a com-
mand to terminate a virtual machine in a format that the
control plane may decipher. The parent partition may trans-
late, using one or more kernel-level components, the com-
mand to a format that may be invoked or otherwise executed
by the hypervisor or component thereof.

The parent partition may the forward the translate com-
mand to the hypervisor 1008. The parent partition may for-
ward the command over the virtual bus 620, as described
above in connection with FIG. 6. The command may be
transmitted as an API call or service call. In various embodi-
ments, the parent partition forwards the translated command
directly to the hypervisor management service. Once
received, the hypervisor may cause the command to be
executed or simply execute the command. Returning to the
example above, once the hypervisor or hypervisor manage-
ment service has received the command to terminate the
virtual machine instance, the hypervisor may transmit
another command to the particular virtual machine to termi-
nate operation. The hypervisor may also terminate the virtual
machine instance directly without transmitting the command
to the virtual machine instance.

FIG. 11 illustrates aspects of an example environment 1100
for implementing aspects in accordance with various embodi-
ments. As will be appreciated, although a web-based environ-
ment is used for purposes of explanation, different environ-
ments may be used, as appropriate, to implement various
embodiments. The environment includes an electronic client
device 1102, which can include any appropriate device oper-
able to send and/or receive requests, messages or information
over an appropriate network 1104 and, in some embodiments,
convey information back to a user of the device. Examples of
such client devices include personal computers, cell phones,
handheld messaging devices, laptop computers, tablet com-
puters, set-top boxes, personal data assistants, embedded
computer systems, electronic book readers and the like. The
network can include any appropriate network, including an
intranet, the Internet, a cellular network, a local area network,
a satellite network or any other such network and/or combi-
nation thereof. Components used for such a system can
depend at least in part upon the type of network and/or envi-
ronment selected. Protocols and components for communi-
cating via such a network are well known and will not be
discussed herein in detail. Communication over the network
can be enabled by wired or wireless connections and combi-
nations thereof. In this example, the network includes the
Internet, as the environment includes a web server 1106 for
receiving requests and serving content in response thereto,
although for other networks an alternative device serving a
similar purpose could be used as would be apparent to one of
ordinary skill in the art.
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The illustrative environment includes at least one applica-
tion server 1108 and a data store 1110. It should be under-
stood that there can be several application servers, layers or
other elements, processes or components, which may be
chained or otherwise configured, which can interact to per-
form tasks such as obtaining data from an appropriate data
store. Servers, as used herein, may be implemented in various
ways, such as hardware devices or virtual computer systems.
In some contexts, servers may refer to a programming module
being executed on a computer system. As used herein, unless
otherwise stated or clear from context, the term “data store”
refers to any device or combination of devices capable of
storing, accessing and retrieving data, which may include any
combination and number of data servers, databases, data stor-
age devices and data storage media, in any standard, distrib-
uted, virtual or clustered environment. The application server
can include any appropriate hardware, software and firmware
for integrating with the data store as needed to execute aspects
of one or more applications for the client device, handling
some or all of the data access and business logic for an
application. The application server may provide access con-
trol services in cooperation with the data store and is able to
generate content including, but not limited to, text, graphics,
audio, video and/or other content usable to be provided to the
user, which may be served to the user by the web server in the
form of HyperText Markup Language (“HTML”), Extensible
Markup Language (“XML”), JavaScript, Cascading Style
Sheets (“CSS”) or another appropriate client-side structured
language. Content transferred to a client device may be pro-
cessed by the client device to provide the content in one or
more forms including, but not limited to, forms that are per-
ceptible to the user audibly, visually and/or through other
senses including touch, taste, and/or smell. The handling of
all requests and responses, as well as the delivery of content
between the client device 1102 and the application server
1108, can be handled by the web server using PHP: Hypertext
Preprocessor (“PHP”), Python, Ruby, Perl, Java, HTML,
XML or another appropriate server-side structured language
in this example. It should be understood that the web and
application servers are not required and are merely example
components, as structured code discussed herein can be
executed on any appropriate device or host machine as dis-
cussed elsewhere herein. Further, operations described herein
as being performed by a single device may, unless otherwise
clear from context, be performed collectively by multiple
devices, which may form a distributed and/or virtual system.

The data store 1110 can include several separate data
tables, databases, data documents, dynamic data storage
schemes and/or other data storage mechanisms and media for
storing data relating to a particular aspect of the present
disclosure. For example, the data store illustrated may include
mechanisms for storing production data 1112 and user infor-
mation 1116, which can be used to serve content for the
production side. The data store also is shown to include a
mechanism for storing log data 1114, which can be used for
reporting, analysis or other such purposes. It should be under-
stood that there can be many other aspects that may need to be
stored in the data store, such as page image information and
access rights information, which can be stored in any of the
above listed mechanisms as appropriate or in additional
mechanisms in the data store 1110. The data store 1110 is
operable, through logic associated therewith, to receive
instructions from the application server 1108 and obtain,
update or otherwise process data in response thereto. The
application server 1108 may provide static, dynamic or a
combination of static and dynamic data in response to the
received instructions. Dynamic data, such as data used in web
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logs (blogs), shopping applications, news services and other
such applications may be generated by server-side structured
languages as described herein or may be provided by a con-
tent management system (“CMS”) operating on, or under the
control of, the application server. In one example, a user,
through a device operated by the user, might submit a search
request for a certain type of item. In this case, the data store
might access the user information to verify the identity of the
user and can access the catalog detail information to obtain
information about items of that type. The information then
can be returned to the user, such as in aresults listing on a web
page that the user is able to view via a browser on the user
device 1102. Information for a particular item of interest can
be viewed in a dedicated page or window of the browser. It
should be noted, however, that embodiments of the present
disclosure are not necessarily limited to the context of web
pages, but may be more generally applicable to processing
requests in general, where the requests are not necessarily
requests for content.

Each server typically will include an operating system that
provides executable program instructions for the general
administration and operation of that server and typically will
include a computer-readable storage medium (e.g., a hard
disk, random access memory, read only memory, etc.) storing
instructions that, when executed by a processor of the server,
allow the server to perform its intended functions. Suitable
implementations for the operating system and general func-
tionality of the servers are known or commercially available
and are readily implemented by persons having ordinary skill
in the art, particularly in light of the disclosure herein.

The environment, in one embodiment, is a distributed and/
or virtual computing environment utilizing several computer
systems and components that are interconnected via commu-
nication links, using one or more computer networks or direct
connections. However, it will be appreciated by those of
ordinary skill in the art that such a system could operate
equally well in a system having fewer or a greater number of
components than are illustrated in FIG. 11. Thus, the depic-
tion of the system 1100 in FIG. 11 should be taken as being
illustrative in nature and not limiting to the scope of the
disclosure.

The various embodiments further can be implemented in a
wide variety of operating environments, which in some cases
can include one or more user computers, computing devices
or processing devices which can be used to operate any of a
number of applications. User or client devices can include any
of'a number of general purpose personal computers, such as
desktop, laptop or tablet computers running a standard oper-
ating system, as well as cellular, wireless and handheld
devices running mobile software and capable of supporting a
number of networking and messaging protocols. Such a sys-
tem also can include a number of workstations running any of
a variety of commercially-available operating systems and
other known applications for purposes such as development
and database management. These devices also can include
other electronic devices, such as dummy terminals, thin-cli-
ents, gaming systems and other devices capable of commu-
nicating via a network. These devices also can include virtual
devices such as virtual machines, hypervisors and other vir-
tual devices capable of communicating via a network.

Various embodiments of the present disclosure utilize at
least one network that would be familiar to those skilled in the
art for supporting communications using any of a variety of
commercially-available protocols, such as Transmission
Control Protocol/Internet Protocol (“TCP/IP”), User Data-
gram Protocol (“UDP”), protocols operating in various layers
of the Open System Interconnection (“OSI”) model, File
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Transfer Protocol (“FTP”), Universal Plug and Play
(“UpnP”), Network File System (“NFS”), Common Internet
File System (“CIFS”) and AppleTalk. The network can be, for
example, a local area network, a wide-area network, a virtual
private network, the Internet, an intranet, an extranet, a public
switched telephone network, an infrared network, a wireless
network, a satellite network and any combination thereof.

In embodiments utilizing a web server, the web server can
run any of a variety of server or mid-tier applications, includ-
ing Hypertext Transfer Protocol (“HTTP”) servers, FTP serv-
ers, Common Gateway Interface (“CGI”) servers, data serv-
ers, Java servers, Apache servers and business application
servers. The server(s) also may be capable of executing pro-
grams or scripts in response to requests from user devices,
such as by executing one or more web applications that may
be implemented as one or more scripts or programs written in
any programming language, such as Java®, C, C# or C++, or
any scripting language, such as Ruby, PHP, Perl, Python or
TCL, as well as combinations thereof. The server(s) may also
include database servers, including without limitation those
commercially available from Oracle®, Microsoft®, Sybase®
and IBM® as well as open-source servers such as MySQL,
Postgres, SQLite, MongoDB, and any other server capable of
storing, retrieving and accessing structured or unstructured
data. Database servers may include table-based servers,
document-based servers, unstructured servers, relational
servers, non-relational servers or combinations of these and/
or other database servers.

The environment can include a variety of data stores and
other memory and storage media as discussed above. These
can reside in a variety of locations, such as on a storage
medium local to (and/or resident in) one or more of the
computers or remote from any or all of the computers across
the network. In a particular set of embodiments, the informa-
tion may reside in a storage-area network (“SAN”) familiar to
those skilled in the art. Similarly, any necessary files for
performing the functions attributed to the computers, servers
or other network devices may be stored locally and/or
remotely, as appropriate. Where a system includes comput-
erized devices, each such device can include hardware ele-
ments that may be electrically coupled via a bus, the elements
including, for example, at least one central processing unit
(“CPU” or “processor”), at least one input device (e.g., a
mouse, keyboard, controller, touch screen or keypad) and at
least one output device (e.g., a display device, printer or
speaker). Such a system may also include one or more storage
devices, such as disk drives, optical storage devices and solid-
state storage devices such as random access memory
(“RAM”) or read-only memory (“ROM”), as well as remov-
able media devices, memory cards, flash cards, etc.

Such devices also can include a computer-readable storage
media reader, a communications device (e.g., a modem, a
network card (wireless or wired), an infrared communication
device, etc.) and working memory as described above. The
computer-readable storage media reader can be connected
with, or configured to receive, a computer-readable storage
medium, representing remote, local, fixed and/or removable
storage devices as well as storage media for temporarily
and/or more permanently containing, storing, transmitting
and retrieving computer-readable information. The system
and various devices also typically will include a number of
software applications, modules, services or other elements
located within at least one working memory device, including
an operating system and application programs, such as a
client application or web browser. It should be appreciated
that alternate embodiments may have numerous variations
from that described above. For example, customized hard-



US 9,424,062 B1

17

ware might also be used and/or particular elements might be
implemented in hardware, software (including portable soft-
ware, such as applets) or both. Further, connection to other
computing devices such as network input/output devices may
be employed.

Storage media and computer readable media for containing
code, or portions of code, can include any appropriate media
known or used in the art, including storage media and com-
munication media, such as, but not limited to, volatile and
non-volatile, removable and non-removable media imple-
mented in any method or technology for storage and/or trans-
mission of information such as computer readable instruc-
tions, data structures, program modules or other data,
including RAM, ROM, Electrically Erasable Programmable
Read-Only Memory (“EEPROM”™), flash memory or other
memory technology, Compact Disc Read-Only Memory
(“CD-ROM”), digital versatile disk (DVD) or other optical
storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices or any other
medium which can be used to store the desired information
and which can be accessed by the system device. Based on the
disclosure and teachings provided herein, a person of ordi-
nary skill in the art will appreciate other ways and/or methods
to implement the various embodiments.

The specification and drawings are, accordingly, to be
regarded in an illustrative rather than a restrictive sense. It
will, however, be evident that various modifications and
changes may be made thereunto without departing from the
broader spirit and scope of the invention as set forth in the
claims.

Other variations are within the spirit of the present disclo-
sure. Thus, while the disclosed techniques are susceptible to
various modifications and alternative constructions, certain
illustrated embodiments thereof are shown in the drawings
and have been described above in detail. It should be under-
stood, however, that there is no intention to limit the invention
to the specific form or forms disclosed, but on the contrary, the
intention is to cover all modifications, alternative construc-
tions and equivalents falling within the spirit and scope of the
invention, as defined in the appended claims.

The use of the terms “a” and “an” and “the” and similar
referents in the context of describing the disclosed embodi-
ments (especially in the context of the following claims) are
to be construed to cover both the singular and the plural,
unless otherwise indicated herein or clearly contradicted by
context. The terms “comprising,” “having,” “including” and
“containing” are to be construed as open-ended terms (i.e.,
meaning “including, but not limited to,”) unless otherwise
noted. The term “connected,” when unmodified and referring
to physical connections, is to be construed as partly or wholly
contained within, attached to or joined together, even if there
is something intervening. Recitation of ranges of values
herein are merely intended to serve as a shorthand method of
referring individually to each separate value falling within the
range, unless otherwise indicated herein and each separate
value is incorporated into the specification as if it were indi-
vidually recited herein. The use of the term “set” (e.g., “a set
of'items™) or “subset” unless otherwise noted or contradicted
by context, is to be construed as a nonempty collection com-
prising one or more members. Further, unless otherwise noted
or contradicted by context, the term “subset” of a correspond-
ing set does not necessarily denote a proper subset of the
corresponding set, but the subset and the corresponding set
may be equal.

Conjunctive language, such as phrases of the form “at least
one of A, B, and C,” or “at least one of A, B and C,” unless
specifically stated otherwise or otherwise clearly contra-
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dicted by context, is otherwise understood with the context as
used in general to present that an item, term, etc., may be
either A or B or C, or any nonempty subset of the set of A and
B and C. For instance, in the illustrative example of a set
having three members, the conjunctive phrases “at least one
of A, B, and C” and “at least one of A, B and C” refer to any
of the following sets: {A}, {B}, {C}, {A,B}, {A,C}, {B, C},
{A, B, C}. Thus, such conjunctive language is not generally
intended to imply that certain embodiments require at least
one of A, at least one of B and at least one of C each to be
present.

Operations of processes described herein can be performed
in any suitable order unless otherwise indicated herein or
otherwise clearly contradicted by context. Processes
described herein (or variations and/or combinations thereof)
may be performed under the control of one or more computer
systems configured with executable instructions and may be
implemented as code (e.g., executable instructions, one or
more computer programs oOr one or more applications)
executing collectively on one or more processors, by hard-
ware or combinations thereof. The code may be stored on a
computer-readable storage medium, for example, in the form
of'a computer program comprising a plurality of instructions
executable by one or more processors. The computer-read-
able storage medium may be non-transitory.

The use of any and all examples, or exemplary language
(e.g., “such as”) provided herein, is intended merely to better
illuminate embodiments of the invention and does not pose a
limitation on the scope of the invention unless otherwise
claimed. No language in the specification should be construed
as indicating any non-claimed element as essential to the
practice of the invention.

Preferred embodiments of this disclosure are described
herein, including the best mode known to the inventors for
carrying out the invention. Variations of those preferred
embodiments may become apparent to those of ordinary skill
in the art upon reading the foregoing description. The inven-
tors expect skilled artisans to employ such variations as
appropriate and the inventors intend for embodiments of the
present disclosure to be practiced otherwise than as specifi-
cally described herein. Accordingly, the scope of the present
disclosure includes all modifications and equivalents of the
subject matter recited in the claims appended hereto as per-
mitted by applicable law. Moreover, any combination of the
above-described elements in all possible variations thereofis
encompassed by the scope of the present disclosure unless
otherwise indicated herein or otherwise clearly contradicted
by context.

All references, including publications, patent applications
and patents, cited herein are hereby incorporated by reference
to the same extent as if each reference were individually and
specifically indicated to be incorporated by reference and
were set forth in its entirety herein.

What is claimed is:

1. A computer-implemented method for supporting virtu-
alization infrastructure, comprising:

under the control of one or more computer systems con-

figured with executable instructions,
instantiating a parent partition, a child partition and a
control plane managed by a hypervisor, the hypervi-
sor being of a particular type;
causing the parent partition to execute a control plane
agent, the control plane agent configured to at least:
receive one or more hypervisor commands from the
control plane;
translate the one or more hypervisor commands
received from the control plane, based at least in
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parton the particular type of the hypervisor, so as to
generate one or more translated hypervisor com-
mands; and

transmit the one or more translated hypervisor com-
mands to the hypervisor;

transmitting data over a network, through a network
interface by at least:
receiving data, included in a call to a virtual network

driver of the child partition, to be transmitted to the
network interface configured to encapsulate the
data; and

transmitting the encapsulated data over the network
via the network interface;

causing the child partition to execute a storage virtual-
ization client, the storage virtualization client config-
ured to transmit requests to the parent partition;

receiving, over a hypervisor bus, at a storage virtualiza-
tion provider executed by the parent partition, data to
be stored by a storage system target server executed
by the control plane; and

transmitting, through an initiator of the parent partition
connected over a network to the storage system target
server, the received data to the storage system target
server, the control plane configured to convert the
received data and store the converted data in the stor-
age system target server.

2. The computer-implemented method of claim 1, wherein
the child partition managed by the hypervisor is instantiated
at least in part on a customer request indicating the particular
type of the hypervisor and a particular application to be
executed by the child partition.

3. The computer-implemented method of claim 2, wherein
the customer request causes a virtual machine management
service to select a particular computer system of the one or
more computer systems to instantiate the child partition,
where the particular computer system is executing the par-
ticular type of the hypervisor.

4. The computer-implemented method of claim 1, wherein
the computer-implemented method further includes:

receiving, at the control plane, a command from a virtual

machine management service; and

transmitting the command, over a private network, to the

control plane agent executed by the parent partition.

5. A system, comprising:

one or more computing devices that include a first comput-

ing device comprising memory including executable

instructions that, when executed by one or more proces-
sors, implement:

a control plane configured to forward a command indi-
cating one or more operations;

a hypervisor, having a particular type, managing the
control plane, and configured to execute a hypervisor
command;

a user partition communicatively coupled to a storage
device of the control plane over a network, the user
partition
transmitting an input output request from an initiator

of the user partition to the storage device;

a storage system driver of the control plane configured
to convert the input output request to a storage
request such that data of the input output request is
stored in the storage device;

a network interface configured to encapsulate data gen-
erated by the user partition and transmit the generated
data over the network; and

an agent, executed by the user partition, configured to
receive the command from the control plane, translate
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the command to the hypervisor command, and trans-
mit the translated hypervisor command to the hyper-
visor, the translating of the command being based at
least in part on the particular type of the hypervisor.

6. The system of claim 5, wherein a child partition includes
a service client configured to transmit data over a virtual bus
to the control plane.

7. The system of claim 6, wherein transmitting the input
output request from the initiator further includes transmitting
the input output request over the virtual bus to the service
client.

8. The system of claim 6, wherein the system further
includes a second computing device with amemory including
executable instructions that, when executed by one or more
processors, cause the system to:

transmit network configuration information; and

cause the control plane to configure the network interface

according to the network configuration information.

9. The system of claim 5, wherein the network interface is
further configured to receive data from the user partition.

10. The system of claim 5, wherein the system further
includes a second computing device with amemory including
executable instructions that, when executed by one or more
processors, cause the system to:

receive a customer request indicating the particular type of

the hypervisor; and

select a computing device of the one or more computing

devices executing the particular type of the hypervisor to
fulfill the customer request.
11. The system of claim 5, wherein the control plane is
further configured to forward the command over a host-only
private network.
12. The system of claim 5, wherein the system further
includes a second network interface configured to transmit
data generated by a child partition to the network interface.
13. A non-transitory computer-readable storage medium
having collectively stored thereon executable instructions
that, when executed by one or more processors of a computer
system, cause the computer system to at least:
instantiate a first computer system instance, a second com-
puter system instance and a control plane, such that the
first computer system instance, the second computer
system instance and the control plane are managed by a
hypervisor, the hypervisor being of a particular type;

configure the control plane to transmit one or more man-
agement commands to the first computer system
instance, the one or more management commands used
for the management of the second computer system
instance;

transmit encapsulated data over a network where the data

was encapsulated by a first network interface;

receive data generated by a virtual storage client of the

second computer system instance at the first computer
system instance;

transmit the generated data to the control plane, the control

plane configured to convert and store the generated data
in a networked storage system associated with the con-
trol plane;

receive a management command at the first computer sys-

tem instance; and

translate the command, the translating of the command

being based at least in part on the particular type of the
hypervisor and performed such that the command is
forwarded to and executed by the hypervisor.

14. The non-transitory computer-readable storage medium
of claim 13, wherein the instructions further comprise
instructions that, when executed by the one or more proces-
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sors, cause the computer system to configure a virtual private
network such that the control plane and the first computer
system instance communicate over the virtual private net-
work.

15. The non-transitory computer-readable storage medium
of claim 13, wherein the instructions that cause the computer
system to transmit the generated data to the control plane
further include instructions that cause the computer system to
transmit the generated data to the control plane from a storage
virtualization provider, executed by the first computer system
instance, over a private network.

16. The non-transitory computer-readable storage medium
of claim 13, wherein the instructions that cause the computer
system to instantiate the second computer system instance
further include instructions that cause the computer system to
configure the second computer system instance to include
virtual network drivers configured to transmit data to a second
network interface, where the second network interface for-
wards at least a portion of the data received from the second
computer system instance to the first network interface.
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17. The non-transitory computer-readable storage medium
of claim 13, wherein the instructions that cause the computer
system to transmit the generated data to the control plane
further include instructions that cause the computer system to
transmit the generated data through an initiator, the initiator
configured to transmit data to the control plane over a net-
work.

18. The non-transitory computer-readable storage medium
of claim 13, wherein the instructions further comprise
instructions that, when executed by the one or more proces-
sors, cause the computer system to instantiate one or more
other computer system instances based at least in part on a
customer request.

19. The non-transitory computer-readable storage medium
of claim 13, wherein the instructions further comprise
instructions that, when executed by the one or more proces-
sors, cause the computer system to receive, from a manage-
ment service, the one or more management commands.
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